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Overview
• Classic concerns about privacy and surveillance 
• How countries address privacy and surveillance
• Cybersecurity awareness, training, and education 
• How institutions are challenged and react
• Regulation 
• Cybersecurity, national security, and war
• Some current and future challenges
• Q&A and Discussion
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• Caveats: An incomplete history (but IANAL -- I Am Not A Lawyer, I am a Computer Science professor)
• These are my views, not those of the U. S. government or any other person or automated system.

• These slides are  available from the organizers.
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Surveillance of Individuals 
in Movies
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Privacy and Speech

Regulation regimes differ
Loose – US
Moderate -- EU
Strict – China
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An Incomplete History of U. S. Laws on Cybersecurity and Privacy
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Currently, a patchwork – no omnibus law, no standard regulations

Mainly sectoral laws, but states starting to pass their own

Date passed Title and brief description

1791 4th Amendment  to the Constitution: Before the  government can search your home or seize your property, 
it needs a good reason.

1974 Privacy Act of 1974 limits collection and transfer of personal data by government agencies

1974 Family Educational Rights and Privacy Act restricts access to educational records

1984 Computer Fraud and Abuse Act addresses computer fraud or abuse using interstate or foreign commerce

1986 Electronic Communications Privacy Act deals with interception and access to electronic communications 
such as e-mail and voice mail

1987 Computer Security Act of 1987 required establishment of minimum acceptable practices for Federal 
computer systems 

1996 Health Insurance Portability and Accountability Act regulates medical system privacy

1998 Children’s Online Privacy Protection Act regulates online interactions with  children under 13

1999 Gramm-Leach-Bliley Act regulates financial information privacy

2001 USA Patriot Act expanded surveillance capabilities of government in response to 9/11/2001 attacks, 
supplanted by USA Freedom Act in 2015

2003 California Online Privacy Protection Act requires website operators to post a privacy statement

2018 California Consumer Privacy Act protects consumers’ personal data



General Data Protection Regulation
(GDPR)

All subject companies and organizations including governments must comply with 
these principles when they collect and process personal data of the European 
citizens.

• Lawfulness, fairness, and transparency.
• Purpose limitation. Specify purpose.
• Data minimization. Collect no more than needed.
• Accuracy. Up-to-date and accurate.
• Limited storage. Delete when no longer needed.
• Integrity and confidentiality. Keep secure.
• Accountability. Demonstrate compliance.

Fines: Up to 20M euros ($21.7M [4/2020]) or 4% of revenue from preceding year, 
whichever is higher.
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GDPR  applies in European Economic Area, 
Iceland is an European Economic Area ('EEA') 
member, and thus GDPR applies, even though it is 
not an EU Member State
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No federal law in USA

GDPR (or any regulation) can lead to more user-friendly systems



China’s Evolving Social Credit System
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• Chinese government plans to 
assign each citizen a “social 
credit” score.

• Citizens will get perks and 
restrictions accordingly based 
on their score. 

• The government would have 
access to data regarding 
specific behaviors, like traffic 
violations and spending 
habits. 

• Your digital profile would 
influence your future (as it 
does today).

• To set the tone, the project’s 
official slogan is:

“[to] allow the trustworthy 
to roam everywhere under 
heaven while making it hard 
for the discredited to take a 
single step.”



Is “Study the Great Nation” studying its users right back?

Chinese app on President Xi’s ideology, “Study the Great Nation”, is 
most downloaded app in China (on over 100 million users’ phones) 
Use of the app is required by CP and many workplaces, including 
employers of journalists

• Users must register real names and cellphone numbers which  
link to a national ID; thus a trail is created

• Chinese law requires all tech companies to share user data with 
the government

• The app has superuser privileges allow developers to 
install keystroke loggers

• access photos and videos
• transmit user’s location
• activate audio recording
• trawl through user’s contacts and Internet activity
• send back information
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China denied the app contained such functions. 
Report funded by US Government under Radio Free Asia is available at 
https://cure53.de/analysis-report_sgn.pdf.

Detailed description and analysis at https://en.wikipedia.org/wiki/Social_Credit_System

https://cure53.de/analysis-report_sgn.pdf


Supply chain: Who is a trusted supplier?
Countries with complete or partial bans

on some software/hardware
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?
Huawei
•United States
•Australia
•Japan
•New Zealand
•United 
Kingdom
•Canada
•Czech Republic
•Poland
•Sweden
•Norway
•Denmark
•Lithuania
•Latvia
•Estonia
•Romania
•Slovenia
•Belgium
•France
•Germany
•Netherlands
•Spain
•Italy
•Portugal

TikTok
•India
•United States
•Bangladesh
•Indonesia
•Pakistan
•Saudi Arabia
•UAE (United 
Arab Emirates)
•Egypt
•Iran
•Israel
•Jordan
•Kuwait
•Lebanon
•Oman
•Qatar
•Turkey
•Vietnam
•Australia (for 
government 
employees)
•Canada (for 
military 
personnel)
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Should Software (and Hardware) 
Come With An ”Ingredient List”?
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Surveillance / Vetting by Whom?
Is a Private Sector System Much Different 

Than a Government-Based System?

• How different is a centralized 
government-run social credit system from 
existing private social credit systems?

• Credit reporting agencies
• Insurance companies
• Banks
• What happens when private systems link 

with national and local government 
systems?

• What happens when these link with facial 
recognition systems (of varying 
accuracy)?

• What is the remedy if government 
blacklists or censors you or you can’t buy 
a plane ticket or get a driver’s license or 
??? 
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These fears were expressed 
before the Internet was born



Much of the world already has 
comprehensive data protection laws
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Banisar, David, National Comprehensive Data Protection/Privacy Laws and Bills 2023 
(January 28, 2023). Available at 
SSRN: https://ssrn.com/abstract=1951416 or http://dx.doi.org/10.2139/ssrn.1951416

https://ssrn.com/abstract=1951416
https://dx.doi.org/10.2139/ssrn.1951416
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Cybersecurity Training 
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from DNC's chief security officer, Bob Lord: “Focus on the basics.”



Cybersecurity Training – How to Spot Phishing
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Cybersecurity Education: 
Elementary and High School
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CyberCorps Scholarships  for Service 
Program for U. S. Citizens
98 Participating Universities
6 Community Colleges in Pilot Program

Produces educated security workforce for federal, state, local, and tribal 
governments (including publicly funded universities) 

• Tuition and fees 100% 
• Textbook Allowance
• Monthly Stipend for Living Expenses
• Professional Development  Allowance
• Students attend an annual meeting and job fair that facilitates summer 

internships at government agencies and jobs upon graduation

24
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Cybersecurity Education: 
College



Dr. Vint Cerf
VP, Google

Dr. Phyllis Schneck
Former chief 

cybersecurity official 
for DHS

Congressman 
James Langevin

Gen. Michael Hayden
Former director NSA, CIA

Kevin Mandia, 
CEO, FireEye

Brian Krebs, author, 
Krebsonsecurity.com

ALL STUDENTS TAKE REQUIRED IN-PERSON
CYBERSECURITY SEMINAR
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Non-Computer Science majors (e.g., Engineering, Policy, Business, Management, 
International Affairs):  4+ cybersecurity courses + major

Cybersecurity in Computer Science majors: 3 core Computer Science, 
5 cybersecurity in CS, 2 more cybersecurity CS or non-CS courses

Deputy Undersecretary 
Schneck with GW 

students
after her public lecture

Students at 
Cybersecurity 
Executive Order 
Briefing at 
Commerce Dept.

CyberCorps 
Student questions 

chair
of  Privacy & Civil 
Liberties Oversight 

Board

CyberCorps Scholarships  for Service 
Program for U. S. Citizens
98 Participating Universities
6 Community Colleges in Pilot Program

Specific  programs vary by institution George Washington University

Cybersecurity Education: 
College
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Institutions Are Often Challenged by New Technology
YESTERYEAR

27

Prof. Lance J. Hoffman   lancehoffmancyber.com 

• Traditional  development of written material done by elite educated scribes.  
• General population was not educated.  
• The availability of written material accessible to the public was limited.

INNOVATION: The printing press made it possible to produce multiple copies of a 
text quickly and cheaply

RESULT:  spread of knowledge and the dissemination of ideas. 

THREAT TO INSTITUTIONS, in particular ruling class and the church

The institutions saw the potential for printed material to challenge their authority 
and spread dissent. 

RESULTANT REGULATION:

Catholic Church, established the Index Librorum Prohibitorum, a list of prohibited 
books that was maintained until the mid-20th century.

In England, the Licensing Act of 1662 required that all printers obtain a license 
from the government before they could legally print any material.
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GOVERNMENT
• Internet provides coercive power to individuals and groups, often anonymous, that are independent of the 

state

ACADEME
• Uses Disciplinary Approaches on Multidisciplinary  Problems (no dilettantes)
• Result = micro-solutions that may not work together on the actual complex system (broad vision lacking)
• Example: Where do you teach cybersecurity?  It has components of computer science, forensics, economics, 

political science, etc.  How to construct an interdisciplinary team?

BUSINESS
First-to-market gives competitive advantage

Users initially want “GOOD, FAST, CHEAP”

OTHER ITEMS like security and privacy, ethics, 
product (algorithm) quality, etc., are often 
relegated to “later”

This leads to

Institutions Are Often Challenged by New Technology
TODAY



Iranian protest using Israeli app reported in Italian newspaper
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Incentives to Build In Cybersecurity: Are They Perverse?
[cost of all defects and problems are externalized to customers with zero liability]

http://www.economist.com/news/leaders/21720279-
incentives-software-firms-take-security-seriously-are-too-
weak-how-manage

https://www.csis.org/programs/technology-policy-
program/cybersecurity/other-projects-
cybersecurity/misaligned-incentives

These are industry incentives.  What about government incentives?

http://www.economist.com/news/leaders/21720279-incentives-software-firms-take-security-seriously-are-too-weak-how-manage
http://www.economist.com/news/leaders/21720279-incentives-software-firms-take-security-seriously-are-too-weak-how-manage
http://www.economist.com/news/leaders/21720279-incentives-software-firms-take-security-seriously-are-too-weak-how-manage
https://www.csis.org/programs/technology-policy-program/cybersecurity/other-projects-cybersecurity/misaligned-incentives
https://www.csis.org/programs/technology-policy-program/cybersecurity/other-projects-cybersecurity/misaligned-incentives
https://www.csis.org/programs/technology-policy-program/cybersecurity/other-projects-cybersecurity/misaligned-incentives
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Examples of Regulation by Governments

32
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• India turned off the Internet in its capital to prevent  protests 
against an anti-Muslim law

• Iran blacked out Internet to thwart “car protests” using Waze to 
block streets to protest gas prices

• China created “Great Firewall“ (widespread content filtering for 
online networks)
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U. S. Cybersecurity and Governance Strategies
(still no nationwide overall laws)
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5 pillars of current U. S. 
cybersecurity strategy

• Defend critical infrastructure

• Disrupt and dismantle threat actors

• Shape market forces to drive security 
and resilience

• Invest in a resilient future

• Forge international partnerships to 
pursue shared goals



U. S. Cybersecurity and Governance  
Enforcement of Sectoral Laws
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WHAT IT DID
•Shared Personal Health Information with Facebook, Google, Criteo, and Other
•Used Personal Health Information to Target its Users with Ads
•Failed to Limit Third-Party Use of Personal Health Information
•Misrepresented its HIPAA Compliance
•Failed to Implement Policies to Protect Personal Health Information

WHAT IT MUST NOW  DO
•Pay $1.6 civil penalty
•Prohibit the sharing of health data for ads
•Require company to seek deletion of data
•Limit Retention of Data
•Implement Mandated Privacy Program



Algorithmic Expectations
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5 principles and associated 
practices for automated systems

• Safe and effective systems

• Algorithmic discrimination 
protections

• Data privacy

• Notice and Explanation

• Human Alternatives, 
Consideration, and Fallback



The Sovereign State of Facebook
(Axios, Nov. 1, 2019)

37
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Facebook's operations as a quasi-state span realms such as:

1. Speech: Facebook's mission of connecting people, combined with its global reach and billions of 
users, means that it is constantly making decisions about who can say what.

2. Money: Facebook launched its own global cryptocurrency.  It failed due to pressures from regulators.
3. Safety: Facebook's is constantly dealing with stakeholders wielding constantly shifting amounts of 

political power. Facebook tries to perform this dance everywhere.

From Emerson Brooking, 
Atlantic Council, 2019

https://link.axios.com/click/18494823.182125/aHR0cHM6Ly93d3cuYXhpb3MuY29tL3doYXQtd2VyZS1yZWFkaW5nLWhvdy1jb250ZW50LW1vZGVyYXRpb24tZGVmaW5lcy10ZWNoLXBsYXRmb3Jtcy1jNjY5NTEwNi0zNTc3LTQ0MmMtYWE4ZC0wYmUzODZjYTA3NzYuaHRtbD91dG1fc291cmNlPW5ld3NsZXR0ZXImdXRtX21lZGl1bT1lbWFpbCZ1dG1fY2FtcGFpZ249bmV3c2xldHRlcl9heGlvc2FtJnN0cmVhbT10b3A/5894ad4124b2d66c508b508dB9a45ed5a
https://link.axios.com/click/18494823.182125/aHR0cHM6Ly93d3cuYXhpb3MuY29tL2ZhY2Vib29rLWxpYnJhLWNyeXB0b2N1cnJlbmN5LXJlZ3VsYXRpb24tYjcxZTI1YjYtMGFhNC00Mjc3LTgzM2UtOTY4MTdiMDM1ZDliLmh0bWw_dXRtX3NvdXJjZT1uZXdzbGV0dGVyJnV0bV9tZWRpdW09ZW1haWwmdXRtX2NhbXBhaWduPW5ld3NsZXR0ZXJfYXhpb3NhbSZzdHJlYW09dG9w/5894ad4124b2d66c508b508dB8ff6b156


California Consumer Privacy Act (2018)

• Right to know
• Right to delete
• Right to correct
• Right to opt-out of sale or sharing
• Right to limit use and disclosure of 

sensitive personal  data 
updated by California including Privacy 
Rights Act (2023)
• Limited storage
• Geolocation data policy disclosure
• Consumers may prohibit sharing
• California Privacy Protection Agency 

created to enforce and promulgate 
regulations.
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12% of the US population lives in California

If it were a sovereign nation, it would have  
the world’s 5th largest economy, behind 
Germany and ahead of India.



Whose rules?  Nations, ICANN, ITU, Others?
• CHAT-GPT3 ANSWER TO: give me a summary in two pages of how ICANN sees internet governance, how the ITU sees it, and how 
nation states see it.

• Internet governance refers to the principles, policies, and rules that shape the way the Internet functions. It includes issues such as 
domain name system management, IP address allocation, cybersecurity, online privacy, and content regulation. Different organizations and 
entities have different perspectives on how internet governance should be approached, leading to varying opinions and debates.

• The Internet Corporation for Assigned Names and Numbers (ICANN) is a non-profit organization responsible for managing the 
Domain Name System (DNS), which translates domain names into IP addresses that allow computers to connect with each other. ICANN
sees internet governance as a multistakeholder model that involves the participation of various actors, including governments, private 
sector organizations, civil society, and technical experts. ICANN advocates for a bottom-up approach that empowers all stakeholders to 
participate in policy development and decision-making. ICANN's goal is to ensure the stability and security of the internet while also 
promoting innovation and competition.

• In contrast, the International Telecommunication Union (ITU) is a specialized agency of the United Nations that focuses on information 
and communication technologies. The ITU sees internet governance as a matter of global public policy that should be guided by
international regulations and treaties. The ITU advocates for a top-down approach that gives nation-states a more prominent role in 
decision-making. It aims to promote universal access to the internet, protect users' rights and interests, and prevent the digital divide.

• Nation-states have diverse perspectives on internet governance, reflecting their varying political, economic, and cultural priorities. 
Some countries advocate for greater state control over the internet, citing concerns about cybersecurity, online extremism, and hate speech. 
Others support a more liberal and open approach, promoting the free flow of information and protecting users' privacy and freedom of 
expression. The ongoing debate around internet governance reflects the tensions between these different perspectives, and finding a 
balance between them is essential for ensuring the internet's continued development and growth.

• In summary, ICANN advocates for a multistakeholder approach that empowers all stakeholders to participate in internet governance, 
while the ITU supports a more centralized approach guided by international regulations and treaties. Nation-states have diverse 
perspectives on internet governance, reflecting their varying political, economic, and cultural priorities.
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When Are Algorithms Likely to Go Astray
And What Can Be Done To Prevent That?

(Not a New Question)
(It’s better to anticipate problems and design solutions into systems, 

rather than attempt to bolt on “fixes” afterwards.)

41

• “In an age of instant access to information, and our ability to propagate information 
globally with the click of a mouse, we are experiencing a global, digital Wild West. 

• Everyone equipped can fire their .45 caliber digital weapons at any target with very 
little consequence. 

• The metaphorical equivalent of digital Stage Coaches can be hijacked at will and 
digital gangs roam with impunity. 

• The question before us is how to pacify this relatively lawless environment while 
preserving the utility of its openness to creative innovation and technological 
revolution. …”

-- Dr. Vint Cerf, 2004 ACM Turing award laureate



Algorithm Regulation
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• China: In 2021, Cyberspace Administration of China announced it will 
create governance rules for algorithms in the next three years.  

• E.U.: policymakers are considering regulating AI use in 
• self-driving cars
• hiring decisions
• bank lending
• school enrollment selections 
• law enforcement 
• courts
• scoring of exams 

• U. S.: Cybersecurity strategy, AI blueprint, but still no nationwide laws
• U. S. cities and organizations: Due to some evidence of inaccuracy or 

discrimination, some declined to use facial recognition systems but other 
organizations use them (banks, apps, passport control, etc.)



Will the U. S. finally act on Internet  governance?
The drumbeat is getting louder to “Do something."

“Scholars believe that Section 230 was 
responsible for the web’s mighty growth in its 
formative years. Otherwise, endless lawsuits 
would have prevented any fledgling service 
from turning into a network as indispensable 
as a Google or a Facebook. That’s why many 
call Section 230 the “26 words that created the 
internet.” The trouble is that many now think, 
in retrospect, that a lack of consequences 
encouraged the internet not only to grow but 
also to grow out of control. With AI, the 
country has a chance to act on the lesson it has 
learned.”

Prof. Lance J. Hoffman   lancehoffmancyber.com 43

“Yet the United States 
also can’t afford to repeat 
its greatest mistake on 
internet governance, 
which was not to govern 
much at all.”

https://www.propublica.org/article/nsu-section-230
https://www.propublica.org/article/nsu-section-230
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Nation-States Use Various Types of Power – Military, 
Economic, Diplomatic, etc.  And there is a growing 
literature on cybersecurity as a tool of power.
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Warfare has transitioned from 
industrial age to information age

46
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1949 North Atlantic Treaty (NATO) Treaty
“collective defence” in the event of an “armed attack”

“If the U.S., Russian, and Chinese governments are not 
working on black hat programs that, in the event of war, will 
knock out the computational infrastructure of the other two, 
they aren't doing their jobs. Such programs are weapons of 
mass destruction, and, if used, the death toll could be colossal. 
A first world country with no computational infrastructure is a 
country with no economy, no food, no power and ultimately not 
a country at all.” 

– Dr. Len Adleman, 2002 ACM Turing laureate



Many U. S. jurisdictions hit by ransomware attacks
Examples: Atlanta, Baltimore, Cleveland, …
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State sponsored attacks (publicly known)

48
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“Since 2005, 34 countries are suspected of 
sponsoring cyber operations.  China, Russia, 
Iran, and North Korea sponsored 77% of all 
suspected operations.”

2022: 147 operations

“Belarusian threat actor UNC1151 
targeted the private email addresses 
of Ukranian soldiers in a phishing 
attack.  UNC1151 hacked  the  email  
accounts of military personnel and 
then leveraged the compromised  
address books to send further 
malicious emails, many of which 
were sent to Polish military 
personnel.”



Individual keyboard warriors, volunteer and mercenary
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It’s easy to shop for exploits!

50

• Aftermarket in cyberweapons makes milware-like 
capabilities available to terrorists or criminals or other 
non-state actors.

• Exploits (attacks) sold to take advantage of users whose 
systems are not up-to-date



(Smart) 
Weapons 

can be 
neutralized
and turned 

on their 
users
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• Any 21st century war will include cyber 
operations. 

• Weapons and support systems will be 
successfully attacked.

• Rifles and pistols won’t work properly. 
• Drones will be hijacked midair. 
• Boats won’t sail, or will be misdirected. 
• Hospitals won’t function. 
• Equipment and supplies will arrive late or not 

at all.

51

https://www.wired.com/2015/07/hackers-can-disable-sniper-rifleor-change-target/
https://money.cnn.com/2017/07/27/technology/hack-smart-gun/index.html
https://www.businessinsider.com/department-13-mesmer-drones-2017-1
https://www.bellingcat.com/news/2019/10/01/has-iran-been-hacking-u-s-drones/
https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/
https://www.newscientist.com/article/2143499-ships-fooled-in-gps-spoofing-attack-suggest-russian-cyberweapon/
https://www.ft.com/content/acf4ac78-c738-48c6-8de1-077697e062d6
https://www.overdriveonline.com/electronic-logging-devices/article/14893028/hacking-trucks-cybersecurity-and-the-eld-mandate


Influence Operations

52
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Regulation is Coming
to entire world

• There is no effective developer liability for harms yet
• (Very) old days: Code of Hammurabi (1800 BCE) generally recognized as 

the world’s first building code (essentially a criminal statute that 
included capital punishment for shoddy workmanship that resulted in 
death)

• Legal and Computing Literature is Converging
• P. Ohm and B. Reid, Regulating Software When Everything Has 

Software
• 84 GEO. WASH. L. REV. 1672 (2016), available 

at https://scholar.law.colorado.edu/faculty-articles/19
• Carl Landwehr, We Need a Building Code for Building Code

• Communications of the ACM Volume 58 Issue 2
February 2015 pp 24–26 
https://doi.org/10.1145/2700341
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https://dl.acm.org/toc/cacm/2015/58/2
https://dl.acm.org/toc/cacm/2015/58/2
https://doi.org/10.1145/2700341
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Security and Privacy Concerns for These Current or Projected 
MEDICAL Systems using Things and Big Data (and now AI)

55

Smarter What
Heart rate monitor [Garmin, $24.82]
Step counter [FITBIT, $59.99]
Blood Pressure Monitor [IHEALTH, $48.00]]
Glasses Monitor eyesight; advise age correction
Pacemaker and stent Broadcast data to cardiologist plus ECG
Toilets Test excrements both liquid and solid
Chairs Plot posture; broadcast spine data
Earphones Measure hearing; analyze emotions of people we are listening to
Cancer Pill Google X developing digestible pill that contains nanotechnology 

that works alongside wearable device to spot early signs of 
cancer and other diseases

Big  Data and AI Limbic (“We give therapists superpowers.”)

Genetic Data Use of Big Data with Generative AI to plot predictive suggestions 
and treatment plans



Big “Things”
Cars -- Platforms on Wheels

56
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Safety Technologies in Cars
1885 First U. S. patent for seat belts
1988 U. S. required seat belts



Generative AI is a legal minefield
Axios Login by Ina Fried, Feb. 24, 2023

Four broad areas of legal uncertainty around AI:

• Should AI developers pay for rights to training 
data?
• US Authors’Guild has just released legal 

language for Publishing and Distribution 
Agreements Prohibiting AI Training Uses

• Can generative AI output be copyrighted?
• Works entirely generated by a 

machine, in general, can't be copyrighted. 
It's less clear how the legal system will view 
human/AI collaborations.

• Can AI slander or libel someone?
• AI systems aren't people, and as such, 

may not be capable of committing libel or 
slander. But the creators of those systems 
could potentially be held liable if they were 
reckless or negligent in the creation of the 
systems, according to some legal experts.

• The problem is trickier still because AI 
may show different results to different 
people.

• Who's responsible if AI systems offer private or 
dangerously false info?
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AI can be a catalyst, but can’t be relied on

• My own experiences
• ChatGPT puts George Cayley, inventor of seat belt in 

19th century, in 20th century
• ChatGPT  tells me that an acquaintance was 

executive producer of another’s movie.   Both tell me 
that it was wrong. 
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But there are plenty of good uses for AI …
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Thank you in many languages

Danke

អរគុណ

Gracias
Medaase

Faleminderit
Рахмат
Terima kasih
Gracias

Баярлалаа

ध"यवाद
Dankjewel
Gracias
Salamat
Mulțumesc
Ďakujem
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ADDITIONAL RESOURCES
on cybersecurity and privacy
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TYPE AUTHOR TITLE LINK

N The Cybersecurity 202 (Washington Post) https://www.washingtonpost.com/newslette
rs/the-cybersecurity-202/

N Prof. Dan Solove, GWU Privacy and Security Blog, country whiteboards https://teachprivacy.com/privacy-security-
training-blog/

N Bruce Schneier Schneier on Security https://www.schneier.com/crypto-
gram/subscribe/

N Brian Krebs Krebs on Security Krebsonsecurity.com

B Shoshana Duboff The Age of Surveillance Capitalism

B Bruce Schneier A Hacker's Mind: How the Powerful Bend Society's Rules, 
and How to Bend them Back

B James Grimmelbaum Internet  Law Cases and  Problems https://semaphorepress.com/InternetLaw_o
verview.html

A Noam Chomsky The False Promise of ChatGPT https://www.nytimes.com/2023/03/08/opini
on/noam-chomsky-chatgpt-ai.html

D Council on Foreign 
Relations

State-sponsored attacks (Cyber Operations Tracker) https://www.cfr.org/cyber-operations/

D Responsible AI 
Collaborative

AI Incident Database incidentdatabase.ai

N newsletter, B book, A article, D database

https://teachprivacy.com/privacy-security-training-blog/
https://teachprivacy.com/privacy-security-training-blog/


• Classic concerns about privacy and surveillance 
• How countries address privacy and surveillance
• Cybersecurity awareness, training, and education 
• How institutions are challenged and react
• Regulation 
• Cybersecurity, national security, and war
• Some current and future challenges
• Q&A and Discussion
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